
Imagine that your company has invested 
many years and many millions of dollars 
in developing a breakthrough technology. 
Imagine also that intellectual property as-
sociated with that undertaking walks out of 
your company’s doors and surfaces at a uni-
versity in China, where your company’s in-
ventive technology could be used to pose a 
competitive threat to your company’s prod-
ucts. Now what?

For one company, DuPont, no imagina-
tion is needed to envision the aforemen-
tioned scenario—a former employee stole 
trade secrets related to proprietary organic 
light-emitting-diode display technology val-
ued at $400 million and passed them to a 
Chinese university. The offending employee 
was caught and convicted for his crime, but 
DuPont was hardly made whole. The Chi-
nese university could not “unlearn” the 
DuPont trade secrets it had received, and 
the former employee could not come close 
to compensating DuPont for its loss. Thus, 
the federal prosecution of the employee was 
only a partial remedy.

The DuPont incident and the others like 
it that are sprouting up across the globe raise 
an important question: Aside from criminal 
prosecution, what can corporate victims of 
international cybercrime do to recoup, or at 
least mitigate, their losses? Given the current 
state of the law and the jurisdictional limits 
of federal courts, the answer may surprise you.

INTERNATIONAL CYBERCRIME 
IS A GROWING THREAT

Now more than ever, companies must 

be vigilant in protecting their intellectual 
property from international cybercrime. 
The increased importance of this issue is, 
perhaps, best demonstrated by the number 
of high-profile entities weighing in on the 
subject. In 2013 alone the White House 
released its “Administration Strategy on 
Mitigating the Theft of U.S. Trade Se-
crets” [PDF], the United States Intellectual 
Property Enforcement Coordinator (IPEC) 
released the “2013 Joint Strategic Plan on 
Intellectual Property” [PDF] and the Cen-
ter for Strategic and International Studies 
released “The Economic Impact of Cyber-
crime and Cyber Espionage” [PDF].

Each publication documents in stark de-
tail how international cybercrime costs U.S. 
businesses billions of dollars every year, and 
observes that costs are only expected to grow 
in the future. If one considers the regular me-
dia reports of security breaches at some of the 
largest companies in the world, it would ap-
pear that those expectations are well on their 
way to being met.

Despite the heightened need for interna-
tional trade-secret protection, the tools avail-
able for remedying trade-secret theft remain 
limited. Both the White House and the IPEC 
materials note the need for strengthened do-
mestic laws and more robust international 
cooperation. But in the near-term, victims of 
international trade-secret theft must pursue 
a state-law trade-secret claim in a U.S. dis-
trict court or file a complaint with the Inter-
national Trade Commission. Although the 
latter cannot award monetary damages, its 

expedited timetable and jurisdictional reach 
make it a superior option to the more tradi-
tional civil suit in a federal district court—
particularly if the misappropriated trade 
secrets are used to manufacture and import 
products from overseas.

U.S. DISTRICT COURTS
Given their jurisdictional limitations and 

crushing caseloads (and the effects of seques-
tration, plus the occasional government shut-
down), federal courts are ill-equipped to ad-
dress the time-sensitive and business-critical 
pressures that international trade-secret theft 
can generate. At the outset, the procedural 
hurdles involved in serving and obtaining ju-
risdiction over foreign defendants can create 
a case within a case that, in the worst-case 
scenario, will prevent the litigation from ever 
moving forward. Foreign defendants may not 
have sufficient contacts with the forum state 
to support personal jurisdiction, and foreign 
governments may be unwilling to assist in 
accomplishing service of process. In the ab-
sence of either, the case cannot proceed.

In addition, even if the case does get off 
the ground, the time to even an initial de-
cision may be years away. The average time 
for a civil case in many federal courts is more 
than two years; a final decision, after all ap-
peals are exhausted, is even further off. These 
timeframes are simply too long when prod-
uct cycles are measured in months and your 
company’s future is at stake. And enforcing a 
judgment—if it is ultimately possible—takes 
even longer.
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case illustrates some of the challenges dis-
cussed above. The case is noteworthy because 
DuPont obtained a $919 million jury verdict 
for Kolon’s misappropriation of DuPont’s 
Kevlar trade secrets. But DuPont managed to 
avoid service-of-process issues because, after 
suing Kolon’s United States subsidiary along 
with the Korean parent-corporation, Kolon’s 
attorneys agreed to accept service on behalf of 
the Korean parent. One cannot count on such 
an accommodation—a point vividly demon-
strated by the U.S. attorney’s futile efforts to 
personally serve Korean-based Kolon execu-
tives with a criminal complaint arising out of 
the same facts.

Furthermore, although DuPont also ob-
tained an injunction against Kolon, it was im-
mediately stayed by the Fourth Circuit Court 
of Appeals, which has yet to issue a decision 
on Kolon’s underlying appeal. Thus, nearly 
five years after DuPont filed suit in February of 
2009, and nearly six years after DuPont’s trade 
secrets were allegedly misappropriated, it has 
yet to receive any compensation for its loss.

Current legislation under consideration is 
unlikely to address these problems. Most legis-
lation calls for strengthening criminal laws for 
prosecuting trade-secret theft by, for example, 
making trade-secret theft a RICO predicate 
and including government-sponsored trade-
secret theft, rather than expanding the reach 
of civil trade-secret laws. In addition, the 
ongoing sequester continues to tax already 
overburdened district courts, which have a 
Constitutional obligation to prioritize crimi-
nal cases over civil actions. Thus, it is unlikely 
that district courts will become a satisfactory 
means for pursuing civil remedies for trade-
secret theft in the near future.

THE INTERNATIONAL TRADE 
COMMISSION

By comparison, the International Trade 
Commission offers an appealing alternative 
for addressing international trade-secret theft. 
Bringing a case in the ITC avoids the proce-
dural problems present in federal district court 
and—perhaps most importantly—delivers re-
sults on an accelerated timeline.

Accomplishing service in the ITC is easy—

the petitioner must serve the respondent by 
first class airmail, and service is deemed effec-
tive upon mailing. Jurisdiction is straightfor-
ward—the ITC has in rem jurisdiction over 
imported products, meaning that personal ju-
risdiction is not an issue. Best of all, the ITC is 
fast. ITC investigations are typically complete 
within 15-18 months, roughly half the time of 
a civil case in federal district court. The value 
of an expedited resolution cannot be over-
stated when your company’s business is on the 
line and time truly is of the essence.

Although the ITC has traditionally been 
regarded as a forum for addressing patent in-
fringement cases, the Federal Circuit’s ruling 
in TianRui Group Co. Ltd. v. U.S. Interna-
tional Trade Commission signaled an expanded 
role for the body. There, the Federal Circuit 
held that the ITC has statutory authority un-
der section 337 of the Tariff Act of 1930 to 
investigate and grant relief based in part on 
extraterritorial trade secret misappropriation, 
“insofar as it is necessary to protect domestic 
industries from injuries arising out of unfair 
competition in the domestic marketplace.” 
The Federal Circuit also held that the ITC 
could find that imported products manufac-
tured using a process that was developed in the 
United States, protected under domestic trade 
secret law, and misappropriated abroad could 
threaten to destroy or substantially injure an 
industry in the United States, in violation of 
section 337, even if no domestic manufacturer 
is currently practicing the protected process. 
Thus, the Federal Circuit affirmed the ITC’s 
limited exclusion order.

In the wake of the TianRui decision, other 
companies have brought international trade-
secret cases to the ITC. At least five trade se-
cret cases are currently pending in the ITC, 
with each involving an allegation that a Chi-
nese or Taiwanese company is manufacturing 
products according to a trade secret that was 
misappropriated by the complainant’s former 
employee, or taking over the complainant’s 
manufacturing facilities. Accordingly, it ap-
pears that an increasing number of companies 
are using the expanded authority that the 
TianRui decision established.

Perhaps the only downside to the ITC is 
its inability to award monetary damages. 
The ITC’s sole remedy is an exclusion order, 
which prevents the respondent from import-
ing to the United States products that lever-
age a misappropriated trade secret. The value 
of such an order, however, should not be un-
derestimated. The U.S. is a huge market, and 
even the threat of such an exclusion order 
may be enough to encourage a potential re-
spondent to put some money on the table in 
an effort to avoid ITC action.

TIME IS OF THE ESSENCE
As soon as a trade secret is misappropriated, 

the clock is ticking. It is only a matter of time 
before the trade secret appears in or is used 
to manufacture a competing product—most 
likely at a lower price due to the savings on 
research and development. Thus, it is crucial 
that companies move with alacrity to limit the 
damage and to protect their market position. 
In the case of international misappropriation, 
as between federal district courts and the ITC, 
the latter is better suited for the task. The ITC 
has jurisdiction and the investigative powers 
to uncover trade secret misappropriation, and 
the ability to move on a timeline that provides 
a resolution while it still matters. So if your 
company is the victim of international trade 
secret misappropriation, think twice before 
taking the perpetrator to court—you may be 
better off taking them to the ITC.
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